Remote Access Setup for External companies

External access to Powerlink’s Citrix environment is now managed through Okta. There are 2 components:

1. The Okta portal (https://powerlink.okta.com). The Okta portal is an integrated platform that provides
secure access to Powerlink’s applications and information.

2. The Okta authenticator app “Okta Verify”. Okta Verify is an app that provides Multi-Factor
Authentication (MFA) to verify a user’s identity. MFA is a method of verifying a user's identity by
requiring them to present more than one piece of identification information. When you have Okta
Verify set up on your mobile, instead of getting a text message, you receive a push notification so all
you need to do is confirm that it’s you.

To login to Powerlink Citrix, the following guide will step you through how to:

Step 1 - Install the Okta Verify app on your mobile phone

Step 2 - Sign in to Powerlink’s Okta portal on your desktop
% or laptop

Step 3 - Enroll the Okta authenticator app on your mobile
phone to Powerlink’s Okta portal

Step 4 - Complete your Okta account setup on your
E% desktop or laptop

Okta Browser and OS Support Policy

Frequently Asked Questions about the Okta platform

If you're experiencing issues with your Powerlink account please contact:
Powerlink Business IT Service Desk:

Phone: +61 7 38602447
Hours of operation: Monday to Friday 0700 — 1700 (AEST) / Sunday to Friday 2100 — 0700 (UTC)


https://powerlink.okta.com/
https://help.okta.com/en/prod/Content/Topics/Mobile/okta-verify-setup-new.htm
https://support.okta.com/help/s/article/Okta-Browser-and-OS-Support-Policy?_ga=2.75770066.672539117.1584330351-1822495757.1582519087
https://www.okta.com/faq
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1. Install the Okta Verify app on your mobile phone

1. On your mobile phone, download the “Okta Verify” app from either the Google Play or Apple App store

How to get Android apps
from the Google Play
Store

How to download apps from
the App Store
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Once the “Okta Verify” app is downloaded and I ety
InSta”ed on yOUr mObIIe phone Okta Verify helps you log in securely.

You'll use this app to approve your logins
after entering your username and

2. Do not press the “Add Account” button in the app, e Ao
procede to the next steps

Add Account

If you're experiencing issues with your Powerlink account please contact:
Powerlink Business IT Service Desk:

Phone: +61 7 38602447
Hours of operation: Monday to Friday 0700 — 1700 (AEST) / Sunday to Friday 2100 — 0700 (UTC)


https://support.apple.com/en-au/HT204266
https://support.apple.com/en-au/HT204266
https://support.google.com/googleplay/answer/113409?hl=en
https://support.google.com/googleplay/answer/113409?hl=en
https://support.google.com/googleplay/answer/113409?hl=en
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|:|= 2. Sign in to Powerlink’s Okta portal on your desktop or laptop

1. In your computer’s web browser, go to & Newab «
https://powerlink.okta.com

(@) & httpsy//powerlink.okta.com

2. Enter your email address in the username field Sign in
(this will be the email address that Powerlink has on file |
for you) Password

3. Enter your Powerlink password

Need help signing in?

Set up multifactor authentication

Your company requires multitactor authentication
10 add an additional layer of security when signing
in to your Okla account

5. Click “Configure factor”

Setup required

e Okta Verify
Use a push notification sent to the
mobile app.

Configure factor

If you're experiencing issues with your Powerlink account please contact:
Powerlink Business IT Service Desk:

Phone: +61 7 38602447
Hours of operation: Monday to Friday 0700 — 1700 (AEST) / Sunday to Friday 2100 — 0700 (UTC)


https://powerlink.okta.com/
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6. Select your mobile phone type AR

Select your device type

O iPhone

(O Anaroid

0 Download Okta Verify from the App Store
onto your mobile device

7. Click “Next”

Next

Back to factor list

Batup Ohes YWarify

A QR code will appear, proceed to step 8

3. Enroll the Okta authenticator app on your mobile phone to Powerlink’s
Okta portal

8. On your mobile phone, open the “Okta Verify” app

(the one that you downloaded in step 1)

Okta Verify

If you're experiencing issues with your Powerlink account please contact:
Powerlink Business IT Service Desk:

Phone: +61 7 38602447
Hours of operation: Monday to Friday 0700 — 1700 (AEST) / Sunday to Friday 2100 — 0700 (UTC)
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Okta Verify

No accounts added

Your accounts will appear here
after you add them

9. Press the “Add Account” button Add Account

If prompted to allow “Okta Verify” would like to send you
notifications, click Allow “Qkta Verify” Would Like to
Send You Notifications
Notifications may include alerts,

sounds and icon badges. These can be
configured in Settings.

If prompted that “Okta Verify” would like to access the
Camera, click Allow or Ok “Qkta Verify” Would Like to
Access the Camera

Use the camera to scan barcode

If you're experiencing issues with your Powerlink account please contact:
Powerlink Business IT Service Desk:

Phone: +61 7 38602447
Hours of operation: Monday to Friday 0700 — 1700 (AEST) / Sunday to Friday 2100 — 0700 (UTC)
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Cancel Add Account

Scan code to add your account

Point your mobile device’s camera at the QR code
displayed on your computer’s screen in step 9 and wait

No Barcode?

powerlink.okta.com

77381

Your Okta Verify app is now setup.

The number displayed within the app is a rotating
number that changes every few second. It can be used
as a backup if the push notifications to your mobile
device fail

Add Account

If you're experiencing issues with your Powerlink account please contact:
Powerlink Business IT Service Desk:

Phone: +61 7 38602447
Hours of operation: Monday to Friday 0700 — 1700 (AEST) / Sunday to Friday 2100 — 0700 (UTC)
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I:l% 4. Complete your Okta account setup on your desktop or laptop

Create your Powerlink Queensland account

Back in the web browser on your desktop or laptop,

10. select a “forgot password question” of your choosing [ R —
What Is the food you least iked as a child?
11. Enter an Answer “*
Pizza
(Opt,onal) to add a SMS number for Se/f-servjce G Add a phone number for resetting your password or unlocking your
password reset or account unlock click “Add Phone et

Number” and follow the prompts

© Aao Prone Number

(optional) to add any phone number for self-service
password reset or account unlock click “Add Phone L)
Number” and follow the prompts

Add a phone number for resetting your password of unlocking your
‘account using Voice Call (optional

© Add Phane Number

12. Click “Create My Account”

Please update your profile

a Add a phone number for resetting your password or uniocking your
account using SMS

© Add Phone Number

@ Add a phone number for resetting your password or unlocking your
account using Voice Call .

If not filling out the optional password reset or account om
unlock recovery phone numbers

Click “Remind me later”

Remind me later

Your Okta account setup is now complete. The above steps are only required on first-time login to Okta.

When you have Okta Verify set up on your phone mobile, when you access https://powerlink.okta.com, instead of
getting a text message, you receive a push notification directly to the Okta Verify app. All you have to do is
confirm it is you.

If you're experiencing issues with your Powerlink account please contact:
Powerlink Business IT Service Desk:

Phone: +61 7 38602447
Hours of operation: Monday to Friday 0700 — 1700 (AEST) / Sunday to Friday 2100 — 0700 (UTC)


https://powerlink.okta.com/
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13. Click the “Citrix Remote Access” to open Powerlink
Citrix . :
CITRIX

Citrix Remote Access

Citrix StoreFront

a » 3

MWotepad Publisher 2016 Calculator
14. You have now successfully logged in to Citrix
successfully

Windows Media
Flayer

If you're experiencing issues with your Powerlink account please contact:
Powerlink Business IT Service Desk:

Phone: +61 7 38602447
Hours of operation: Monday to Friday 0700 — 1700 (AEST) / Sunday to Friday 2100 — 0700 (UTC)
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